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Abstract

Fault-tolerant design of Network-on-chip communication
architectures requires the addressing of issues pertaining to
different elements described at different levels of design
abstraction — these may be specific to architecture,
interconnection, communication and application issues.
Assessing the effectiveness of a particular fault-tolerant
implementation can be a challenging task for designers,
constrained with tight system performance specifications and
other requirements In this paper, we provide a top-down view
of fault-tolerance methods for NoC infrastructures, and
present a range of metrics used for estimating their quality.
We illustrate the use of these metrics by simulating a few
simple but realistic fault-tolerant scenarios.

1. Introduction

Global on-chip interconnects are becoming a serious
bottleneck for meeting performance and power consumption
requirements of complex, multi-processor System-on-Chip
(MP-SoC). The problem of global interconnects is recognized
as a challenging design constraint both in industry and
academia. Among the proposed solutions, the use of
packet-based on-chip interconnection networks, commonly
referred to as network-on-chip (NoC) [1] [2], is a promising
alternative that addresses the issues of increasing interconnect
complexity. The NoC design paradigm addresses the
ever-increasing delay and power dissipation of global on-chip
interconnects by offering structured interconnect fabrics
consisting of wire segments and intelligent routing blocks that
ensure a certain level of Quality of Service (QoS) [3] [4]. The
QoS represents a collection of requirements on the NoC
performance expressed by the achievable throughput
(bandwidth), latency, power dissipation, and reliability.

The major cause affecting the reliability of the VLSI global
interconnects is the shrinking of the feature size, which
exposes them to different faults of permanent, transient or
intermitent nature. Among the failure mechanisms, we can
enumerate factors such as crosstalk, electromigration,
electromagnetic interference, alpha particle hits, and cosmic
radiation. These phenomena can alter the timing and
functionality of the NoC fabrics and thus degrade their QoS
characteristics or, eventually, lead to failures of the whole
NoC-based system. Providing resilience from such faults is
mandatory for the operation of NoC-based chips.

Traditionally, error detection and correction mechanisms
are used to protect communication subsystems against the
effects of transient malfunctions. Designers must carefully
weigh the hardware cost of implementing such mechanisms
for the on-chip data communication infrastructures against the
potential benefits they can bring [5] [6]. Complex error

detection and correction (EDC) schemes may require
additional energy dissipation and area overhead, and can
affect the performance of SoC communication architectures in
terms of throughput and latency.

Other approaches for fault-tolerant, on-chip communication
include stochastic communication, adaptive routing, and
different hybrid schemes that combine spatial and temporal
redundancy for achieving fault tolerance.

Standard metrics for fault-tolerant systems are
well-established and have been used extensively in design of
distributed computing systems. Recent research in fault-
tolerant NoC fabrics proposed metrics that are specific to
message-passing on-chip communicaton systems for
evaluating the effectiveness of new and existing fault-
tolerance methods. In the absence of widely-accepted metrics,
it is difficult for NoC designers to assess the fault-tolerant
capabilities in a quantitative manner.

One option for evaluating the fault tolerance (FT) of a
system is to measure the degree of hardware and software
redundancy (both spatial and temporal), which is an inherent
property of most NoC architectures. While redundancy by
itself is a useful measure, it is incomplete in the sense that
different systems can exploit redundancy in more or less
efficient ways. It is therefore preferable to have metrics that
can measure the effective fault tolerance as it influences the
required performance in the main task of transporting
information across the NoC fabric. Based on the above
considerations, the scope of these paper is to present
traditional FT metrics in the novel context of NoC systems,
and use them in conjunction with newly-proposed metrics in
order to measure the effective fault tolerance in the context of
overall system performance for NoC subsystems.

The rest of this paper is organized as follows. In Section II
we first present a review of fault-tolerant methods for NoCs
and the performance figures used to assess their usefulness.
Section III presents a hierarchical view of fault tolerance in
NoC architectures and defines a set of metrics that we
consider relevant with respect to performance of FT
implementations. In Section IV we present some experiments
that illustrate the utility of the proposed metrics. Section V
presents the concluding remarks.

2. Related work

The quest for on-chip fault-tolerant communication started
well before the NoC paradigm emerged as a solution for
integrating large MP-SoCs. Solutions for fault-tolerant on-
chip busses are found in [7], where a particular form of
duplication is used to detect and correct crosstalk and transient
faults, and [8], where different error recovery mechanisms
from simple retransmission to correction/retransmission are
analyzed in terms of power/area figures.
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The NoC infrastructures are characterized by more
complex topologies (relative to bus-based topologies), with
higher degrees of connectivity. Moreover, in the NoC
paradigm, data is transferred across the chip by employing
some form of packet switching, where sent data is tagged with
additional flow control information [16]. The additional
hardware and/or information redundancy offers significant
potential for implementing different fault-tolerant strategies.
Hardware redundancy can be exploited by using multiple
paths to transport data between source and destination cores,
e.g., in the case of adaptive routing methods [9], or stochastic
communication [10] [11]. In [10], the total time to complete
the application (a Fast Fourier Transform algorithm) in
presence of faults is another performance measure of the FT
method.

General-purpose metrics used in [10] and [11] are energy
consumption and area cost, which are fully usable and
relevant.

In practice, temporal and spatial data redundancy is often
used to achieve the fault-tolerant goals. Ultimately, designers
must assess the effectiveness of the FT implementation in the
context of the NoC performance specification. This
information must be readily available and quantifiable such
that, if a specific FT implementation cannot be accommodated
while still meeting the performance specification of the NoC
medium, it can be eliminated from the set of potential FT
realizations at early stages of the design process.

Most of the previously published works on the issue of FT
in NoCs present methods for achieving FT at the algorithm or
circuit level, and then proceed to assess them relative to an ad-
hoc set of parameters that may be more or less relevant to the
specifics of an on-chip data transport mechanism.

In [10] and [11], the authors propose probabilistic
communication schemes based on probabilistic broadcast and
random walk, respectively. In these schemes, multiple copies
of the same message are transmitted following different paths,
selected randomly from the set of possible routes between
communicating pairs of cores. Eventually, from the set of
redundant messages, one that is error-free may reach the
destination, completing a successful transmission. Message
latency is correctly identified in both works as an important
measure for evaluating the impact of the FT solution.
However, there are many factors that can affect message
latency, other than the specific FT implementation, such as
traffic distribution (spatial and temporal), buffer size and
buffer management, flow control, etc. The contributions of all
these factors towards message latency are generally
inter-dependent, and it is quite difficult to separate their
individual effects.

In [18] a new metric to characterize fault-tolerant NoCs is
proposed, called message arrival probability (MAP). For a
pair of tasks (processes) that exchange messages across the
NoC, MAP is defined as the fraction of successfully
transmitted messages. This metric is useful for assessing NoC
performance when tight bounds are imposed on its capability
of transmitting error-free messages.

A different category of FT metrics relates to topology
characteristics that can potentially offer FT properties. In
particular, connectivity is used to express the ability of an
interconnection network to offer multiple paths among its

communicating nodes [17]. This figure of merit is useful, but
only when combined with the flow control mechanism that
can exploit the degree of connectivity in a more or less
efficient manner.

When dedicated spare routers or links are employed for
achieving fault tolerance, the amount of spare elements can
give an estimate of the NoC’s FT capabilities. As for the
connectivity, the amount of spares is only offering
information about the NoC’s potential fault tolerance, rather
than its actual ability.

Various coding schemes were proposed for providing error
resilience to on-chip communication infrastructures [6] [12].
A comprehensive comparison and evaluation is carried out in
[13] for detection-only and single-error correcting codes,
combined with retransmission for data recovery. The effect of
locating the recovery points in the NoC topology (e.g.,
end-to-end or switch-to-switch recovery) is also studied and
evaluated. The metrics used in [12] [13] quantify the effect of
error recovery schemes on NoC parameters such as data
latency, area overhead, and energy consumption, under
specific conditions of NoC operation.

These types of approaches for determining the efficiency of
FT schemes based on their effect on NoC performance
parameters, under specific operating conditions (traffic
distributions), have the drawback that they only deliver
information for a set of inter-dependent operating conditions
(ie., a given NoC hardware instance, specific traffic
distributions and flow control protocols).

2.1 Existing FT metrics

Traditional engineering methods that address design of
fault-tolerant systems use reliability and availability analysis
to characterize these systems and their components. Reliability
is defined as the probability with which a system will perform
its task without failure under specified environmental
conditions over a specified time duration. Thus, the MTBF
(Mean Time Between Failures) parameter is used as a
representation of the average time to the next failure, and is
calculated as:

Total operating time

MTBF = (1)
Another metric used for evaluation of fault-tolerant systems
with repair/recovery capabilities is MTTR (Mean Time To
Repair), defined as:

No.of failures encountered

Time spent for repairs

MTTR = )
No. of repairs
Based on MTBF and MTTR, the availability of a system can
be used to measure the impact of failures on an application,
and is defined as:
MTBF 3)
MTBF + MTTR
While useful at system level, these metrics may overlook
important properties of fault-tolerant NoC subsystems. One
such property that is misrepresented by use of MTBF is the
capability of a NoC medium to rapidly recover from failures.
Even in the case when the number of failures is high (which
indicates a low, undesired MTBF), if the recovery can be
performed quickly (e.g., through flit-level recovery [13] [14]),
the impact of failures may be minimal and, therefore, it may

Availability = -100%
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not affect the application at all. For the same reason, the
availability of the NoC subsystem in such condition is
misrepresented by Eqn. (3).

Another drawback of these generic metrics is that they
represent average values. In the case of NoC fabrics that must
meet tight quality of service (QoS) requirements in the
presence of failures, the average values are not useful since
the performance constraints (in terms of guaranteed latency
per message or available throughput) have to be met for a//
possible instances, not only on an average basis.

While there is little doubt that fault tolerance is a desirable
and useful property of NoCs, designers need simple, readily
available, and self-sufficient metrics to be able to characterize
FT methods in the context of the specific NoC
implementation. We introduce these metrics relative to the
NoC’s ability to detect the occurrence of faults and recover
from failures. The metrics we address in this work aim to
address the issue of characterizing the effectiveness of fault-
tolerance schemes for NoC communication subsystems in the
context of the specific QoS requirements that designers face in
their implementation. They are not intended to substitute the
existing metrics, but to complement them by offering a more
detailed view of the properties of different fault-tolerance
methods. An exhaustive analysis of the classic fault-tolerance
metrics is outside the scope of this paper. Instead, we choose
to illustrate how the metrics defined here can help designers
gain more insight on the actual performance of fault-tolerant
implementations related to NoC architectures.

3. Fault-tolerance metrics for NoC subsystems

Before defining the set of metrics forming the objective of
this work, we need to differentiate between different
hierarchical abstraction levels for achieving resilience to
failures. There are five key elements in a comprehensive
approach to fault-tolerant design: avoidance, detection,
containment, isolation, and recovery. ldeally, these are
implemented in a modular, hierarchical design, encompassing
an integrated combination of hardware and software
techniques. Moreover, the fault-tolerant techniques can be
applied at different layers from the set of ISO/OSI layers [15]
that the NoC may implement, resulting in numerous
possibilities for fine tuning the performance of the FT
implementation by combining the (sub) set of FT elements
with the (sub) set of NoC layers. As an example, error
detection may be implemented in the data layer, and recovery
may be realized either in the data layer (e.g., if an error
correcting code is used) or at the application layer. In a more
generic approach, the partitioning and derivation of
requirements, and the partitioning and implementation of
fault/failure management techniques must be realized in a
hierarchical fashion. For each hierarchical level, the existence
of appropriate metrics allows the designers to have full control
and understanding of the implications that a particular fault-
tolerant implementation will have on the operation of a NoC
subsystem.

For illustrating the set of metrics discussed in this work and
their usability, we consider a simple example of an application
running on a NoC-based multi-processing system. The
application employs two processes P, and P, on two different
processing cores, as shown in Fig. 1. Processes P, and P, use

the NoC subsystem to communicate with each other along the
path shaded in grey.

g

Figure 1: Processes communicating across a NoC fabric.
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Using a layered representation of the data communication is
a NoC-based system, and considering a subset of the standard
OSI layers, Fig. 2 shows the propagation of faults from the
physical level (faults affecting low level device functionality)
to the application level (faults affecting the software
application running on the NoC-based system). At each level
in the hierarchy, faults can be characterized by type, source,
frequency of occurrence, and impact. At the lowest level
(physical), it is assumed that a fault results in a degraded
operation of the respective component. If it is not always cost
effective to detect and recover at the lowest level, the fault
manifests itself as a local error/failure which propagates to the
next higher level, where the corresponding FT technique is
evaluated again relative to performance and cost effectiveness.
The hierarchical approach can provide back-up at higher
levels for faults which, for any reason, are not handled at
lower levels. Generally, the higher the level in the hierarchy,
the longer it takes to contain and/or recover from the effect of
a failure, but there are certain advantages with respect to area
cost and power dissipation. For real-time NoC systems, time is
the critical factor for specifying the performance of the FT
implementation. Designers must decide on the effectiveness of
a particular method by knowing how quickly faults must be
detected, how quickly they have to recover from the
occurrence of a fault, how long an error can exist in the NoC
infrastructure ~ without  impairing/compromising  system
performance.

Based on the example application in Fig. 1 and considering
a hierarchical implementation as in Fig. 2, we define metrics
for the five elements of comprehensive fault-tolerant methods.

(a) Avoidance

Fault avoidance techniques can be realized through
information redundancy (by means of error correcting codes
for NoCs) or hardware redundancy (n-modular redundancy
being a typical example).

Depending on the targeted number of errors to correct,
coding/decoding hardware blocks may require a certain
number of cycles to perform their operation. The associated
time overhead adds to the total latency of the data being
transported across the NoC fabric.
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Figure 2: Hierarchical partitioning for fault-tolerant NoC
designs.

We define T,, ,, as the time overhead of an avoidance
scheme, and compute it as the difference between data latency
with (Lat,,) and without (Laf) fault avoidance:

Ta, ov = Lat,, - Lat

The difference between various implementations of this
concept can be significant relative to this metric. In the
example in Fig. 1, if coding/decoding functions are
implemented at each switch on the path between P, and P,
(switch-to-switch avoidance), the resulting time overhead will
be significantly higher than in the case where only end-to-end
avoidance is implemented (i.e., data is encoded at the source
and decoded at destination).

(b) Detection

The next hierarchical level in a fault-tolerant design is the
detection of faults that were not handled by the avoidance
mechanism. Detection is built in most error-correcting codes,
which generally can provide information regarding the
number of wun-corrected faults, when the correction
mechanism fails (or is not even present in the particular
implementation). Fault detection is then used to assess the
need for recovery from potentially uncorrected fatal failures.
The quicker the detection mechanism signals the presence of
un-corrected faults, the quicker the recovery can be initiated.
We define the detection latency 7}, as the amount of time
between the moment a fault occurs and the moment it is
detected. Going back to our example in Fig. 1, fault detection
may be performed by the processes P; and P, whenever data is
received (end-to-end detection), at the input ports of the
intermediate switches (switch-to-switch detection), or at each
switch input/output port (code-disjoint detection).

(c¢) Containment

Fault containment is concerned with limiting the impact of
a fault to a well-defined region within the NoC. Error
containment refers to avoiding the propagation of the
consequences of a fault, the error, out of this defined region.
Fault containment regions (FCR) may be defined with
variable resolutions, directly correlated with the quality and
resolution of the fault detection mechanism. For the case of
Fig. 1, and assuming an end-to-end detection mechanism, the
fault containment region can be defined as the entire shaded
route between the cores where processes P; and P, are being

executed. It is essential that FCR are independent, in the sense
that a fault occurring in a FCR does not affect a different
FCR. In this respect, if two routes between cores/processes P;
and P, can be found that are on independent FCRs, and a fault
is detected on one of the routes, the other route can be used to
provide an alternative path between processes P; and P,.

(d) Isolation

The independency of fault containment regions can only be
achieved if an effective isolation method can be provided,
which can guarantee that the effect of a fault occurring in a
FCR does not propagate to another FCR. At the physical
layer, in the case of permanent faults, isolation can be
accomplished by marking or disconnecting the faulty NoC
components (links, switches, routes) and avoiding their use
until, eventually, hardware recovery/repair can be performed
through reconfiguration. At higher layers, erroneous data
packets can be dropped on the fly or at the destination
process, such that they are not allowed to interfere with the
rest of the data and propagate at application level.

(e) Recovery

The ultimate goal of fault-tolerant schemes is to provide
means to recover from occurrence of failures. For
fault-tolerant and QoS constrained NoCs, it is important to
recover from failures within the time budget allowed by the
QoS specifications. Late recoveries, even when successful, are
not acceptable, since they lead to out-of-specification behavior
of the NoC subsystem. Consequently, we define recovery time
(Tec) as the amount of time that passes between the detection
of a fault and recovery from the corresponding failure. A
simple form of attempting recovery of erroneous data flowing
between processes P; and P, is to provide a hardware
correction at lower layers, or a retransmission mechanism at
higher layers where, upon detection of an error, an automated
retransmission request (ARQ) is generated and an error-free
copy of original data is re-sent from the source process.

4. Experiments and discussion

We illustrate the use of the metrics defined in this work by
running simulations of a few detection and recovery schemes
on a 4x4 NoC fabric as the one in Fig. 1. A cycle-accurate,
flit-level simulator is used, with messages injected with equal
probabilities by all NoC cores (i.e., uniformly distributed
random traffic). Messages are organized in 16 flits each, and
are transferred across the NoC medium following the
dimension-order (e-cube) routing algorithm, where messages
are first sent along the x direction of the topology, then along
the y direction towards the destination core. The injection rate
is varied uniformly. Faults are injected randomly, on a
flit-per-cycle basis, i.e., in each cycle, flits may be marked as
erroneous with equal probabilities, regardless of their current
location in the NoC fabric

In this set of experiments, we are mainly interested in

detection and recovery estimation. We consider the following
cases for fault detection scenarios:
- end-to-end (eZe) detection: the errors are detected at the
destination cores. Each flit is checked for errors upon
reception and, if found erroneous, the detection latency is
calculated as the difference between the index of the fault
injection cycle and the index of the reception cycle.
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- switch-to-switch (s2s) detection: error checking is performed
at each input port of the switches, for each flit traveling across
the NoC.

- code-disjoint (cdd) detection: flits are checked for errors at
both input and output ports of the NoC switches.

We simulate two recovery methods, both based on
retransmission of erroneous messages. The first scheme is a
message-level, equal-priority retransmission. Upon detection
of an erroneous flit, an ARQ message is generated at the
destination core. If more flits in a message are erroneous, only
one ARQ message is generated. The ARQ is sent towards the
source of the erroneous message and handled as any other
regular message by the NoC environment. We do not consider
here the case where ARQ messages themselves are affected by
errors. There are three types of messages in this scheme:
regular messages, ARQ messages, and retransmitted
messages. They all have equal priorities, and are treated
similarly when traversing the NoC. We call this method equal
priority recovery (epr).

For speeding up the recovery process, we consider a second
retransmission-based recovery scheme, where ARQ and
retransmitted messages have higher priority than the regular
messages. When contention arises, regular messages will wait
for ARQ and retransmitted messages to be processed. This
allows faster transport of the latter message types, and
therefore speeds-up the recovery process. We call this method

priority-based recovery (pbr).
Average detection latency [cycles]

25 : ! /
O e2e /
20 A s2s /
O cdd /
=
15 [ p—_
10
5
— A
—
0 0.05 0.1 0.15 0.2 025 03 0.35

message injection rate
Figure 3: Average detection latency for end-to-end (e2e),
switch-to-switch (s2s), and code-disjoint detection (cdd).

Fig. 3 shows the average detection latency for the three
detection mechanisms considered here. Flit error rate is set at
e=10"°, i.e., in each cycle, for each flit, the probability of
being flagged as erroneous is 107'°. The e2e detection is the
poorest performer relative to detection latency, since the
messages must travel all the way from source to destination
before an eventual error is detected. The cdd mechanism
performs best, due to the fact that error detection is performed
at each input/output of the switches.

The second experiment measured the recovery latency for a
few combinations of detection/recovery schemes. Ideally, we
would like to isolate the detection and recovery mechanisms,
and report individual performance figures for recovery phase
only. In practice, this is difficult due to the two processes
being  inter-dependent. In  our  experiments, the
inter-dependency is caused by the need to manage the
erroneous messages in a realistic fashion, i.e., upon detection
of an erroneous flit, the corresponding message continues to

be transported toward its destination and, eventually, interact

with ARQ and retransmitted messages.
Average recovery latency [cycles]

W e2e + pbr / /
60 -1\ s2s+epr | A s2s+pbr 21
Ocdd +epr | @ cdd +pbr /
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O e2e +epr

30 Y k//
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0 0.05 0.1 0.15 0.2 0.25 0.3 0.35

message injection rate
Figure 4: Average recovery latency for equal priority (epr) and
priority based (pbr) recovery methods.

The average recovery latencies for the two recovery
methods considered in our experiments are shown in Fig. 4.
The flit error rate is set to e=10""° for all simulation runs. Note
that the pbr method offers better recovery latency due to
preferential processing of ARQ and retransmitted messages.
The advantage of priority based recovery is more apparent at
higher injection rates, where the ARQ and retransmitted
messages are able to travel faster than the regular messages
waiting in queue buffers for available resources. Also, the pbr
scheme can support tighter QoS requirements in terms of
minimum latency in presence of errors.

In the last experiment, we study the effect of varying the flit
error rate e on the average recovery latency for the pbr
scheme. In this experiment, the message injection rate was set
constant to a non-saturating value of 0.1 flits/cycle/core. A
high flit error rate will cause the generation of numerous ARQ
and retransmitted messages, which will effectively cause an
increase of the NoC traffic. Therefore, we ran the simulations
at a low, non-saturating injection rate, at which the variation
of message recovery latency is principally affected by the
error rate e. The results shown in Fig. 5 indicate that the
system can reliably recover from failures at flit error rates up
to approximately e=107.

The advantage of using the detection and recovery latencies
as defined in this work becomes apparent by observing that
using experiments similar to the ones presented here,
designers are able to isolate the performance figures of fault-
tolerant methods from the environmental conditions
(represented by traffic conditions in our experiments).

As an example, the design specification of a NoC fabric
such as the one in Fig. 1 may require an average recovery
latency of 30 cycles for a message injection rate of up to 0.1
flits/cycle/core, at a flit error rate of up to e=107"°.

Based on Fig. 4 and 5, the end-to-end (e2e) schemes can be
eliminated from the set of potential candidates for FT
implementations, since their average recovery latency is
greater than the required value of 30 cycles.
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Average recovery latency [cycles]
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flit error rate
Figure 5: Average recovery latency for pbr scheme with
variable flit error rate.

Finally, we estimate the message arrival probability (MAP)
associated with the three detection scenarios for the pair of
communicating processes P; and P,. In Fig. 6, we plot the
average message latency versus bound on MAP under traffic
assumptions stated earlier in this section. In this set of
experiments, the flit error rate was fixed at e=10°, at a

message injection rate close to network saturation.
Average message latency [cycles]

75 7

[J e2e+epr| M e2e+pbr / /
60 [ L s2s+epr | A s2s+pbr i

O cdd +epr | @ cdd +pbr

45

. e
MK//

099 1

0.95 0.96 0.97 0.98
bound on MAP (e=10"°)
Figure 6: Average message latency vs. bound on MAP

0 0.94

Note that when the required MAP is increasing towards 1,
the average message latency increases significantly. This
indicates that, when the application requires a MAP close to 1,
the simple recovery techniques presented here may not
suffice, and more advanced FT techniques need to be
employed. Also, a complete characterization of particular FT
techniques would involve additional application metrics under
application-specific traffic conditions.

5. Conclusions

The need for fault-tolerant features in NoC communication
fabrics is recognized by academic and industrial communities,
and different implementations were proposed to address the
challenges of providing fault-tolerant communication in NoC
subsystems. It is, however, difficult for designers to choose a
particular fault-tolerant scheme due to lack of metrics that can
express the intrinsic effectiveness of a FT method, and not
only its effect on generic performance parameters such as
latency, throughput, and power consumption.

We have presented a unified view of fault-tolerant methods
for NoC subsystems, with hierarchical partitioning that makes
possible mapping the elements of a FT implementation on the
generic layered structure of network-based communication

systems. We presented metrics that assess the capability of a
NoC subsystem to quickly detect the presence of a fault and
recover from failures in a speedy manner. The use of these
metrics was illustrated with a set of experiments.
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