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Abstract: A Radix-8 Booth-encoded M ontgomery modular multiplication algorithm is presented U sing this algorithm, iteration
number is reduced to about 1/3 in each modular multiplication operation Finally,w e proposea 1024BitsRSA E/Decryption ar-
chitecture based on this algorithm goplying the systam level modeling methodology, and verified on FPGA. The geed of the
proposed algorithm is goproximately 2 timesof themost RSA VL Sl designs based on originalM ontgom ery modular multiplicar
tion algorithm.
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Table1l Radix-8 booth encoding truth table

bgi-1bzi-2bsi-3b3i-4 Pi bai-1bsi-2bsi-3bsi-4 Pi
0000 0A 1000 -4A
0001 + 1A 1001 -3A
0010 + 1A 1010 -3A
0011 + 2A 1011 -2A
0100 + 2A 1100 -2A
0101 + 3A 1101 -1A
0110 + A 1110 -1A
0111 + A 1111 o).}
n=2"(m ) B, A
*B
i=n-1 k= (n-1)/3
A *B= ZOA * pi= zo A * Booth8-encode (s 2, baes 1, ba,
ba-1) (2
b*= 0,b™'= b"= 0
n [n/3]+ 1
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Radix-8 Booth M ontgomery A*B
* 2"mod N
N A*B ) (N * s+ A * bi)
. Booth
M ontgomery C
M ontgomery Booth s
C
Booth8MM (A ,B,N)
{P[0]c= G; P[0]s= O;
for(i= 0;i< = (n-1) /3 i+ +)
{Q[i]= P[i]/8+ Booth (bsi 2, bsi 1, bai, bai1) * A;
(1)
g= QI[ilizag+ C)mod 8 (2)
P[i+ 1]= Q[i]+ Ci+ SGen(qi, Nz, n1) *N; (3
Ci= (P[i+ 1]amizior P[i+ 1]lam1); (4)

}

Result= P[(n-1) /3+ 1]amy< < 1+ P[(n-1)/3+

1]sam
return Result;

}

Booth (bai+ 2, bai+ 1, bai, bai-1)
{ svith({bzi 2, bai+ 1, bai, bai1})
{ case 0: c= O; break;
case 1: c= 1; break;
case 2 c= 1, break;
case 3: c= 2 break;
case 4 c= 2 break;
case 5 c= 3; break;
case 6: c= 3; break;
case 7: c= 4; break;
case 8 c= -4; break;
case 9: c= -3; break;
case 10: c= -3; break;
case 11: c= -2, break;
case 12 c= -2, break;
case 13 c= -1; break;
case 14: c= -1; break;
case 15 c= 0; break;
case 16: c= 1; break;

}
return ¢
}
S-Gen(gi, N2, n1)
{== q[0];
v itch ({nz, na})
case O
{s= a[1]®aql0];
2= q[2]©aqi[1]1©q[0]® (qi[1]gai[0]);
}
case 1
{s= qlil;
2= qi[2]®q[0];
}
case 2
{s= a[1]®aql0];
$= qi[2]®qg[1]1® (gi[1]ggi[0]);
}
case 3
{s= qlil;
2= qi[2];
}
return{ s, s1, };
}
4 RSA
X = EOXiZi, E= ioesZi,
= ’:lnizi
RSA n
XE= xox = X en-1
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for(i= 0 i< n-1; i+ + ) 54
{Zi+ 1= Booth8MM (Zi, Zi,N) (3) Booth8M M (3) CSA
if (ei= 1) -
Zi 1= Booth8MM (Zi+ 1, Zo,N) (4) CPA (carry-propagate adder
} ) . CHA
Zn1= Booth8MM (Zn1, 1,N) (5) ;
return Zn1 , '
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Table2 Tme cost in n bitsRSA processes

(cycle)
(3n/2+ 2) * ((n+ 2) /3+ 32)
(2n+ 2) * ((n+ 2) /3+ 32)

1024 /
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